Installation Guide

For this project, we decided to use the cloud-based solution, Azure, created by Microsoft. We
will explain the installation of our project and any maintenance needed for the future.

1. First, we make a Microsoft Azure account. FIU students should have access to their own
Azure account with Office 365, simply login using your credentials. As a student you get
a noticeable amount of credit to start off with. If not, you can simply use a standard
Microsoft account, from that point on you will have to make your own Azure subscription.
You can try Azure for free for 30 days, so make sure to take advantage of this.

=" Microsoft

Pick an account




2. Next, we need to create a resource group. This will be the container that holds all related
sources of your project such as the Virtual Machine, Log Analytics, etc.

Home > Resource groups >

Create a resource group - X

Basics Tags  Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or anly those resources that you want to manage as a group. You decide how y
what makes the mast sense for your arganization. Learn

allocate resources to resource groups bazed o

Project details

Subscription * (@ | Visual Studio Enterprise Subscription ~ |

Resource group * O | myResourceGroup0816 \ |

Resource details

Region * @ [ Ws) Central US |

3. Then, we will create a Virtual Machine, for this project we used Windows 10. Make sure
to pay attention to the monthly cost.

= i ) Upgrade Copilot > & & whitehatmat3@hotmail [
i s £ DEFAULT DIRECTORY (WHITEHA... &

Create a virtual machine

Review + create




4. Once it is booted, use Remote Desktop Connection to login, you can test that you are
receiving logs through there with Event Viewer.

%% Rernote Desktop Connection — *

| Remote Desktop
“>¢) Connection

Computer: | Example: computer fabrikam .com w

Username: Mone specified

The computer name field is blank. Enter a full remote computer
name.

= Show Options Help

5. NOTE: We want to focus on event ID 4625, which is the failed login event.
Afterwards, create a virtual network and make it as open as possible. The intention is to

create a honeypot to allow anyone to potentially interact with the machine.

Best match

q Event Viewer

®

System




(@] Event Viewer
File Action View Help

o »H 8E
& Event Viewer (Local)
¥ Custom Views
v s Windows Logs
[s] Application
[+] Security
[ Setup
f¢] System
[] Forwarded Events
) Applications and Services Lo,
_ 4 Subscriptions

Microsoft Azure ® Upgrade

Create a virtual machine

R

Number of events: 32,707 (!) New events available

Keywords Date and Time Source EventID Task Ca...
& Audit Failure  11/29/2025 1:56:51 AM Micros... 4625 Logon
Jj Audit Failure  11/29/2025 1:56:48 AM Micros... 4625 Logon
<\, Audit Success  11/29/2025 1:56:44 AM Micros... 4688 Proces..
<\, Audit Success  11/29/2025 1:56:40 AM Micros... 5379 UserA..
<\, Audit Success  11/29/2025 1:56:40 AM Micros... 5379 UserA..
<\, Audit Success  11/29/2025 1:56:40 AM Micros... 5379 UserA..
<, Audit Success  11/29/2025 1:56:40 AM Micros... 5379 UserA..
£ Audit Failure  11/29/2025 1:56:40 AM Micros... 4625 Logon
<\ Audit Success  11/29/2025 1:56:38 AM Micros... 5379 UserA..
<\ Audit Success  11/29/2025 1:56:38 AM Micros... 5379 UserA..
<\ Audit Success  11/29/2025 1:56:38 AM Micros... 5379 UserA..
LSl Audit Succese  11/29/2025 1:56:38 AM Micros 5379 llcer A

Event 4625, Microsoft Wmdott:isecunly auditing.

General Details

An account failed to log on.

Subiect:

Log Name: Security

Source: Microsoft Windows security Logged: 11/29/2025 1:36:51 AM
Event ID: 4625 Task Category: Logon

A This will allow all IP addresses to access your virtual machine.

reate

Review + create

Actions

Security . ~
Open Saved Log...

¥ Create Custom Vie...

Import Custom Vie...
Clear Log...

¥ Filter Current Log...

Properties

Find...

Save All Events As...

DEl

Attach a Task To th...
View b
G| Refresh
H Hep »
Event 4625, Microsoft ... &
Event Properties
B Attach Task To This...
Copy »
| Save Selected Even...
@ Refresh v

whitehatmat3@hotmail.
DEFAULT DIRECTORY (WHITEMA.




@ whitehatmat3@hotmail...

i ade
Microsoft Azure pgr DEFAULT DIRECTORY (WHITEMA

= Add inbound security rule

Create network security group

whitehatmat3@hotmail

Micr " $
icrosoft Azure DEFAULT DIRECTORY (WHITEHA_.

Create network security group

Cancel




6. Next we are going to create a Log Analytics Workspace. Once created, create an
instance of Sentinel and connect it to our workspace.

whitehatmat3@hotmail [}

. i (@ Upgrade
Microsoft Azure ® Upgr: DEFAULT DIRECTORY (WiiTEHA_. S8

Create Log Analytics workspace

Project details

Instance details

Review + Create P Next : Tags >

ol whitehatmat3@hotmail.

=  Microsoft Azure @ Upgrade Copile > & 0 bl inhalgl,

Adding Microsoft Sentinel

Add Microsoft Sentinel to a workspace

Workspace T4 Location T ResourceGroup T4 S on Ty Directory T

test-vm| westus2 test_vm_rg




=3

7. From Sentinel, navigate to content hub and Windows Security Events, install it, then hit
manage when done. Once there install “Windows Security Events via AMA”.

Microsoft Defender | Default Directory

Content hub

Exposure management

Solutions Standalane contents
Investigation & response

Threat intelligence

oft Sentinel

Endpoints

Microsoft Defender | Default Directory

Exposure management
esponse

Threat intelligence

Microsoft Sentinel

Endpoints

Installed

+

No solution selected
Select a solution to view 1

Microsoft recommends
using this Data Connector

Security Events via Legacy Agent - Th

Aug 31, 2024, and t

Data Connectors: 2, Workbooks: 2. Analytic Rules: 20, Hunting Queries:

Install




8. Next we create a watchlist using an imported spreadsheet containing a vast number of
IP addresses associated with a geographic location, containing latitude and longitude as
well.

Microsoft Defender | Default Directory

Watchlist wizard

Name
@ General

Description

Next : Source >

Microsoft Defender | Default Directory

Watchlist wizard

® Gen

Upload file

Browse for files

SearchKey

Reset

File preview | First 50 rows and first 5 columns




Microsoft Defender | Default Directory

Watchlist wizard
Reset
File preview | First 5

longitude

9. Once created, we can observe the logs using KQL and see where the events are coming
from.

® New Query 1*

Last 24 hours show © 1000 results

Results

TimeGener d[U Il Account untType EventSourceName

11/29/2025, 2:43:47.089 AM VADMINISTRATOR honey-pot Microsoft-Windows-Security-Auditing ¢

11/29/2025, 2:43:45.373 AM \USER honey-pot Microsoft-Windows-Security-Auditing

11/29/2025, 2:43:43.192 AM VADMINISTRATOR o f honey-pot- Microsoft-Windows-Security-Auditing

11/29/2025, 2:43:37.136 AM VADMIN honey-pot Microsoft-Windows-Security-Auditing
11/29/2025, 2:43:33.446 AM \USERS J honey-pot Microsoft-Windows-Security-Auditing
11/29/2025, 2:43:29.015 AM VADMINISTRATOR L honey-pot Microsoft-Windows-Security-Auditing

11/29/2025, 2:43:24.042 AM \VADMINISTRATOR Jser haney T Microsoft-Windows-Security-Auditing




10. Finally, in Sentinel, create a new workbook.

Microsoft Defender | Default Directory

Workbooks

Bﬁ' More content at

W, Add filter

k selected

11. From there, click edit and delete the existing elements shown in the workbook and
replace it using the Query tab and paste in the JSON script with the map.

Microsoft Defender | Default Directory

New Workbook

New workbook

Remove text?




Microsoft Defender | Default Directory

New Workbook

id text

Add parame

Microsoft Defender | Default Directory

New Workbook

@ cditing: parameters - 0
[ Advanced Editor

u make here

Done Editing

Advanced

d editor




Microsoft Defender | Default Directory

New Workbook Done Editing

@ cditing: parameters - 0

Good job, you are now ready to collect logs and see the locations of these failed login attempts
from your very own attack map. The longer the VM is up, the more logs get collected, therefore
the more your attack map begins to grow. Make sure to keep track of changes and pricing
throughout your time when running this VM. You can check billing and spending trends on Azure
in the billing section.
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